
PULSE
TAKING
THE PHYSICIAN’S

TACKLING CYBER THREATS 
IN HEALTHCARE
Accenture and the American Medical  
Association (AMA) surveyed U.S. 
physicians  regarding  their experiences 
and attitudes toward  cybersecurity. The 
findings suggest a  strong need for 
improved cybersecurity  education for 
physicians.
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Five Key Takeaways



55%

48%

37%

20%

12%

9%

9%

17%

5%

Phishing (e.g. someone clicked on a malicious link in an email)

Computers were infected with viruses or malware (e.g. through a 
download)

Employee or insider inappropriately accessed or attempted to 
access ePHI

A breach of ePHI

Network was hacked

Our practice's information was held ransom (e.g. 'Ransomware')

Other cybersecurity attack(s) not mentioned

Not applicable; my practice has not experienced any 
issues/attacks 

Don't know

Cyberattacks are common in clinical practices
Over four in five (83%) physicians have experienced some form of cyberattack

Types of cyberattacks that physicians’ experience

Base: Total sample; n=1,300; Q7: Which of the following has your practice ever experienced? (Multiple responses)
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20% 35% 30% 13%

Extremely concerned Very concerned Moderately concerned Slightly concerned Not at all concerned

Physicians are concerned about future cyberattacks
Over half (55%) are very or extremely concerned about future attacks

2%

Level of concern for future cyberattacks

Base: Total sample; n=1,300; Q15: How concerned are you about future cybersecurity attacks in your practice? 
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74%
74%

53%
36%

34%
32%

30%
25%

19%
6%

0%

Interruption to business (e.g. EHR access)
EHR security (including compromised patient data)

Patient safety concerns
Civil or criminal liability

Concern over reputational harm
Costs (e.g. ransom, credit monitoring)

Loss of billing (from moving/cancelling appointments)
Government enforcement/fines

Medical device security
Do not have back-up records

None of the above

Areas of most concern

Base: Total sample; n=1,300; Q17: What concerns you most about future attacks (select up to five)?

2
Physicians are concerned about future attacks
Including interruption to their business (74%) and patient record data (74%)



64%

20%

12%

4%

4 hours or less

5-7 hours

1-2 days

More than 2 days

Amount of downtime as a result of cyberattack

2

Base = Experienced attacks; n=1,017; Q9: How long were your practice’s normal operations suspended due to the cybersecurity attack? 
(Note: Normal operations means appointments were not rescheduled or cancelled, electronic records were accessible, etc.)

Extent of business interruption due to cyberattack 



44% 41% 11% 3%

1%

Extremely important Very important Moderately important Slightly important Not important at all

Importance of sharing electronic patient data with outside entities
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Base: Total; n=1,300; Q39: How important is your ability to share electronic patient data with entities outside of your health system in order 
to efficiently provide quality healthcare?

Physicians think that ePHI sharing is important



Physicians’ trust third-parties to keep ePHI data secure 

Base = Total sample; n=1,300; Q38: Of those who exchange ePHI, how do you know/ensure ePHI is sent and stored in a secure 
manner by the other entity? (multiple response)

How do you know/ensure that ePHI is sent/stored securely by the other entity?

Vendor 
assures it is 

secure 

I trust it is
secure

They sign a 
contract

My privacy 
officer handles

We discuss 
with the entity

I don’t know if 
it’s secure

Patients 28% 27% 27% 22% 14% 12%
Labs 34% 31% 25% 24% 13% 7%

Pharmacies 32% 34% 17% 21% 12% 10%
Payers 32% 31% 24% 23% 10% 9%

Other practices / outpatient 25% 33% 16% 24% 16% 12%

Clinical data registries 27% 32% 26% 28% 16% 10%

Hospitals / Inpatient 29% 37% 20% 25% 14% 8%
HIE 36% 31% 29% 28% 18% 6%

State / local health dept. 27% 35% 20% 29% 17% 10%
Research organizations 32% 29% 30% 31% 22% 7%
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65%

67%

64%

32%

29%

32%

3%

4%

4%

Electronic access to data from 
entities outside of my health system

Electronic access to patient data 
from organizations within my health 

system (where I don't currently 
have access)

Ability to access data remotely (cell 
phone, personal computer, etc.)

Definitely would Probably would Would not

Physicians believe electronic access to data improves care

Base: Total sample; n=1,300; Q40: To what extent would each of the following help you provide quality patient care more efficiently?

Extent of supporting the quality and efficiency of care
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65%

61%

59%

56%

17%

11%

10%

8%

5%

3%

13%

0%

Notified internal IT group

Notified/educated employees

Implemented our practice's corresponding written policies and procedures

Notified EHR or health IT vendor

Shut down electronic records and moved temporarily to paper

Notified Department of Homeland Security or FBI

Notified Office of Civil Rights

Cancelled patient appointments

Moved patients to a different facility

Paid the ransom

Took action(s) not listed

Took no action

Responding to cyberattacks

Base: Experienced attack; n=1,017; Q8: How did you and/or your practice respond to the attack? Multiple responses.

How do physicians respond to the cyberattack?
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26%

23%

49%

17%

28%

27%

17%

29%

24%

31%

22%

31%

22%

19%

12%

23%

Outsourced security management

Shared security management (e.g., with 
another practice in your area)

In-house security official

Receiving donated security-related 
hardware or software from other provider 
groups or health systems (e.g., hospitals)

1 - Already have 2 - Don't have but are interested 3 - No interest 4 - Don't know

Roughly half of physicians have an in-house security official

Base: Total sample; n=1,300; Q48: Which of the following does your practice have or would your practice be interested in?

Cybersecurity capabilities
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Training content is generated by the health IT vendor for most

20%

37%

7%

18%

18%

Someone in my practice 
develops the content

My health IT vendor develops 
the content

Our practice hired a lawyer to 
develop the content

Another type of 3rd party 
develops content

Don't know

Base: Training content; n=1,237; Q45: Who generates the content covered in your practice’s privacy and security training?

Cybersecurity capabilities
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New technologies physicians are likely to adopt

33%

14%

6%

15%

21%

28%

21%

20%

11%

21%

23%

27%

14%

16%

13%

16%

14%

16%

5%

8%

13%

7%

6%

4%

12%

6%

17%

10%

5%

4%

14%

36%

40%

31%

32%

21%

Telemedicine

Precision medicine

Artificial Intelligence

Biometrics 
Authentication

Risk-based security 
(Analytics)

Patient-generated 
health data

Within the next year 1-2 years 3-5 years More than 5 years Not likely to adopt Don't know

Base: Total sample; n=1,300; Q49: Please indicate when you are likely to adopt each of the following into your practice

Adoption of new technologies in physician practices
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Security training for physicians

50%

47%

44%

40%

38%

33%

25%

22%

6%

Tips for good cyber hygiene

Simplifying the legal language of HIPAA

Easily digestible summary of HIPAA

Explaining some of the more complex rules of HIPAA

How to guide for conducting a risk assessment

Information on what to consider before hiring a consultant to help with …

Information on what to consider before hiring a consultant to help with …

Assistance with developing a compliant 'Notice of Privacy Practices'

None of the above

Base: n=1,300; Q21: Which of the following would enable you to feel more confident that you are keeping your practice secure? (multiple 
responses)



@AmerMedicalAssn

American Medical Association

METHODOLOGY
Accenture and the AMA surveyed 1,300 physicians in the United States to assess their 
experience and  attitudes toward cybersecurity, data management and compliance with 
the Health Insurance Portability and  Accountability Act (HIPAA) guidelines. The online 
survey was conducted between July 2017 and August 2017.  Prior to the survey, in-depth 
research and 12 phone interviews were conducted with physicians, technology  officers 
and administrators.
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